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Benefits of a SCION Connection
Security: Authenticated control plane and resilience against path hijacks

Stability: Native multipath capability at the network level with rapid path 
failover ensures high stability despite link failures at the physical layer

Control: Path-awareness for end hosts enables application-specific path 
control and optimization

E.g., possibility for traffic geofencing determined by the sender

Protection: Hidden paths and sender-based path selection increase 
protection against DDoS attacks.

Performance: SCION applications can select the best paths based on latency, 
bandwidth, loss, or jitter



Exciting Development
§ If the local network supports SCION, then any 

application on any device can use native SCION 
connectivity

§ So everyone here in this room is one application update 
away from using SCION on their device!

§ Goal: by next SCION Day, many participants’ devices 
will have applications that can natively use SCION



Deployment Challenges
§ Disruptive technologies often face adoption challenges
§ Several circular dependencies complicate deployment
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Single SCION connection offers secure 
communication to any other entity on 
SCION network
• High availability, secure against DDoS and

routing attacks
• Geofencing
• High efficiency through path optimization
• Fast failover
• Easy to extend to new use cases
• Low cost
• Initial setup requires effort
• Training required for network admins
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Takeaway: 
Single SCION connection approximates

a leased line to all SCION destinations

Main Use Case: Communication among Community



SCION Production Network
§ Not an overlay!

BGP-free global communication
• Fault independent from BGP protocol

§ Deployment with international ISPs
• First global public secure 

communication network
§ Construction of SCION network 

backbone at select locations to 
bootstrap adoption
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GATE Approach for Secure Small-Site Communication
Seamless secure SCION for remote users
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Ecosystem nurtured by SCION Association
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SCION Access for Universities and Research Institutes
§ Connect universities and research institutes with SCION
§ Participate in research on emerging topics of 

path-aware networking and multipath communication
• True inter-domain multipath
• Software packages and setup instructions are provided for 

different platforms to enable use of SCION native application

§ SCION IP Gateway (SIG) enables use of regular IP applications
• Using SCION for users not involved

in network research is no harder
than using regular Internet services

Regular 
Internet SIG



Academia as Early Adopters Build Critical Mass!
§ Many large Universities with 10’000+ hosts: possibility to get to a 1 

million hosts with access to native SCION connectivity
§ National Research and Education Networks (NREN) and Universities 

embrace innovation
§ Compelling use cases
• Next-generation Internet research infrastructure
• DDoS defense
• Security-sensitive data transmission
• Next-generation web browsing
• High-speed Hercules file transfer and LightningFilter firewall



Global SCION Education Network
Main networks providing connectivity: GÉANT, Kreonet, SWITCH

R&E: deployed
R&E: interest
NREN PoP
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SCION @ GEANT



SCION @ Kreonet



SCION @ SWITCH

https://www.switch.ch/scion/



Cyber-Defence Campus Connections
▪ Armasuisse has Cyber-Defence (CYD) campuses in Lausanne, 

Thun, and Zürich
• All campuses are now connected through the SCION 

network, including CCDCOE NATO campus in Tallinn
▪ CYD researchers are studying vulnerabilities and defenses for 

critical infrastructures
▪ SCION is now an active research project
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SCION
§ Collaboration with Brave browser team to build native 

SCION communication into browser
§ Without OS support, SCION-enabled browser can 

directly fetch web pages over the SCION network if host 
is within SCION-enabled network

§ Compelling advantages
• Download speed optimization
• Specific optimizations possible: low carbon footprint 

paths, low delay, high bandwidth, low jitter, low loss, 
…

§ 60M enabled devices would help spur SCION adoption



Demo



Conclusion
§ SCION production network is expanding
§ Ambitious goal: Provide 1M hosts

access to native SCION connectivity
through global education network

§ Native SCION applications emerging
• Possibility to use SCION after app update 

§ More information:
https://sciera.readthedocs.io/
https://cloud.inf.ethz.ch/s/NRi3Za6pEd8Wyfy

https://sciera.readthedocs.io/
https://cloud.inf.ethz.ch/s/NRi3Za6pEd8Wyfy

