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16 Years Ago



Why Internet DDoS Defense is Still Hard

No per-packet 
source address validation

No roots of trust No in-network crypto

Inter-AS coordination hard Incremental Deployment No path transparency



Example Solutions in Today’s Internet
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Works on the Internet ⇒ Works in SCION

Techniques
that work on
the Internet

Techniques
that work in

SCION

ISDs give 
trust roots

Path transparency
stops reflection,
enables some 
defenses

Path types accommodate
in-network crypto & 
source AS authentication



Stopping Reflection: Path Reversal



Avoiding DDoS Traffic with Path Migration

• Path migration
– Built on SCION’s path dissemination and path validators



SCION Features Enable Reservations

• Trust roots
– Established by ISDs, removes need for global root of trust

• Per-packet, per-hop Source Authentication (EPIC or SPAO)
– Built on DRKey, allows first packet to be authenticated

• In-network reservations with guaranteed bandwidth (COLIBRI)
– Built on source AS authentication, duplicate suppression, large flow detection

• Provides fairness guarantees even against Crossfire-style attacks



Who Gets Reservations?

• Two Approaches to DDoS:
– Identify the attackers, remove their traffic
– Some fairness notion

• SCION tools for source AS and user identity allow network to enforce many different 
fairness notions
– e.g., COLIBRI per-source-AS fairness



SCION Features Enable In-Network Fairness Notions

• Per-packet, per-hop Source Authentication (EPIC or SPAO)
– Built on DRKey, allows first packet to be authenticated

• Allows for in-network per-packet enforcement of arbitrary fairness notions
– e.g., LightningFilter
– e.g., GMA and DoCile

KA,B, KA,C, KA,D KA,B KA,C KA,D



In Today’s SCION

• Hidden paths available in production SCION
• DRKey, COLIBRI and EPIC available in SCIONLab

Hidden Paths

COLIBRI

DRKey



Conclusions

• Anything that works on the Internet works in SCION

• SCION has a suite of protocols, built on uniquely-SCION features, that defend against 
DDoS, but cannot be used on the Internet

The Internet 
Backbone

Cloud Cloud

The Victim

ISP ISP

The mbox Packet Filtering

COLIBRI DoCile

Path Migration


